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Overview for all staff

· A competent young person’s healthcare decisions and confidentiality should normally be respected. Parental responsibility does not automatically give unrestricted access to a child’s medical records.

· This organisation provides a UK GDPR-compliant privacy notice, including this easy read version for children and those with learning difficulties.

· When a person lacks capacity, information will be handled in line with the organisation’s Mental Health Act Policy and Safeguarding Handbook, ensuring the patient’s best interests are considered.

· Should a patient not wish for their information to be shared outside of this organisation, then patients can request to opt-out of data sharing. There are two different types of opting out.

· All personal data processing adheres to the principles of Article 5, with transparency requirements met under Article 12 of the UK General Data Protection Regulation.

· Children and those with learning difficulties who may prefer to speak with a member of staff to communicate their wishes should be supported in facilitating their request. 
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1.1 [bookmark: _Toc238136922]Policy statement
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This policy has been created to help to explain how this organisation deals with patient data in accordance with the Data Protection Act 2018 and especially Part 2, Chapter 2 of the legislation that is the UK General Data Protection Regulation (UK GDPR). Furthermore, it also follows the new Data (Use and Access) Act 2025. 

It is predominantly a guide for both children and those who may have a learning disability. It can also be used as a quick read for all as it provides information to patients regarding how patient data is processed for the provision of direct care, research, audit and screening programmes. 

It can be read in conjunction with the more comprehensive Privacy Notice – Practice and the organisation’s UK General Data Protection Regulation Policy. 
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In accordance with the Equality Act 2010, we have considered how provisions within this policy might impact on different groups and individuals. This document and any procedures contained within it are non-contractual, which means they may be modified or withdrawn at any time. They apply to all employees and contractors working for the organisation.
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2.1 [bookmark: _Toc238136930]Data Protection Act 2018 and UK GDPR
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This organisation will ensure that any personal data is processed in accordance with Article 5 of the UK GDPR and information about how this is done will be provided to applicants in a format that is compliant with Article 12 of the UK GDPR. 
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This organisation must provide information about how data is processed in the form of a privacy notice. An easy read privacy notice template is available at Annex A.

The Information Commissioner’s Office (ICO) has provided a privacy notice checklist that can be used to support the writing of this privacy notice.
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Children have rights concerning their personal information. At this organisation, we will always consider:

· The child’s age
· Maturity
· Their understanding
· Capacity
· Confidentiality
· Parental responsibility
· The child’s best interests
· Safeguarding considerations

When a young person is considered competent to make decisions about their healthcare, confidentiality will normally be respected. A parent or person with parental responsibility does not automatically have an unrestricted right to access a child's medical information and as detailed within the organisation’s Consent Guidance.
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When a person is considered to lack capacity to make a particular decision, information will be handled in accordance with the organisation’s Mental Health Act Policy and Safeguarding Handbook to ensure the best interests of the patient are always considered.
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Should a patient not wish for their information to be shared outside of this organisation, then patients can request to opt-out of data sharing. There are two different types of opting out:

	Type 
	Description
	Patient actions

	Type 1 Opt-out
	This is to stop identifiable or confidential information held in a patient’s GP record being disclosed outside this practice for purposes other than their individual care.

NHS guidance titled Opt out of sharing your health records

	To inform the practice, and this is locally coded to their clinical record.


	National Data Opt-out 

(NDO-O)
	
· Make your choice about sharing data from your health records

· National Data Opt-Out

· Setting or changing a national data opt-out choice

	To contact NHS England to opt-out. 

This action cannot be completed by the organisation
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NHS England advises that the General Practice Data for Planning and Research (GPDPR) programme has been designed to help the NHS to: 

· Monitor the long-term safety and effectiveness of care
· Plan how to deliver better health and care services
· Prevent the spread of infectious diseases
· Identify new treatments and medicines through health research

Patients can decide as to whether data is used for research or planning and, be it a child under 13 years or a child over 13 who has capacity, all have the right to opt-out of such arrangements. No patient identifiable information will ever be shared for research without the consent of the patient.

NHS England’s About the GPDPR programme and Looking after your data provide additional information on data sharing. Guidance for staff can be found in the organisation’s Privacy Notice – Practice at Annex C.
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A personal data breach means a breach of security leading to the destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. Should a data breach be suspected, then all staff must report this as soon as practicable and within 24 hours of the incident being identified.

Further reading can be sought from the organisation’s Information Governance Breach Reporting Policy.
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Should a complaint be received then the organisation’s Complaints Procedure is to be followed. 

Specifically for a data complaint, in addition to being able to complain to the organisation or the ICB, the complainant may also direct their complaint to the ICO should they be dissatisfied with the initial response from the organisation. This is detailed within its guidance titled How to deal with data protection complaints. As for any other complaint, a patient may also escalate their complaint to the Parliamentary and Health Service Ombudsman (PHSO). 

Further reading to support the changes following the implementation of the Data (Use and Access) Act 2025 can be found in:

· NHS England document titled Personal data breaches and related incidents 
· ICO guidance titled How to make a data protection complaint to an organisation
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Artificial Intelligence (AI) use is the biggest and fastest moving change to computing in recent years and is becoming commonplace across all industries including primary care. With this being new technology, there is a requirement for additional governance measures to ensure its use is safe and does not expose personal data about both patients and staff to any unnecessary risks. 

Examples of AI use include:

· Generation of business meeting notes and any action points
· Support for clinicians during consultations to compile and document medical records
· Generation of summaries of various team meetings where service users and patient cases are discussed

This organisation will therefore take steps to ensure that any use of AI within its systems, now or in the future, will comply with UK regulations and Information Governance requirements. When doubt exists, appropriate advice and training will be sought from NHS IT professionals.
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	Question
	Answer

	What is a privacy notice?

	A privacy notice helps this organisation tell you how we use the information we have about you. The data could be name, address, date of birth and, importantly, the clinical records that a clinician may write about you in your healthcare record.


	Why does the organisation need one?

	By law, this organisation needs a privacy notice. This is detailed within the Data Protection Act 2018 and is part of the UK General Data Protection Regulation (or UK GDPR for short). There is also another piece of legislation and that is the new Data (Use and Access) Act 2025 that supports data, its protection and the correct management of it.


	What is the UK GDPR?

	The UK GDPR is part of a law that states that the information about you must remain secure. All staff at the surgery must follow these rules and keep your information safe.


	How can I learn more about the privacy notice?

	This organisation has lots of information about privacy on our website telling you how we use the information we have about you. You can also ask a member of the staff should you have any questions about your data. 

The UK GDPR details what needs to be provided within the privacy notice, this is: 

· What information we hold about you
· How we keep this especially important information safe and secure and where we keep it
· How we use your information
· Who we share your information with
· What your rights are
· When the law gives us permission to use your information


	What information do you collect about me?
	Personal information is anything that identifies you as a person and we all have personal information. Personal information that tells us something about you includes:

· Your name
· Address
· Mobile and/or home telephone number
· Information about your parent(s) or person with parental responsibility 
· All your health records 
· Appointment records 
· Treatments you have had 
· Medicines prescribed for you and any other information to help us to look after you


	How do you use my information?

	The law gives us permission to use your information in situations when we need it to take care of you. Your information is taken to help us to provide your care. We might need to share this information with other medical teams. We only usually use your information to help us to care for you. That means we might need to share your information with other people who are concerned and involved with looking after your health, such as hospitals if you need to be seen there.

We might also need to share your information with the police, courts, social services, solicitors and other people who have a right to your information, but we always make sure that they have a legal right to see it (or have a copy of it) before we provide it to them. The law gives us permission to use your information in situations when we need it to take care of you. Because information about your health is very personal, sensitive and private to you, the law is very strict about how we use it. So, before we can use your information in the ways we have set out in this privacy notice, we have to have a good reason in law which is called a ‘lawful basis’. 

Not only do we have to do that, but we also have to show that your information falls into a special group or category because it is very sensitive. By doing this, the law makes sure we only use your information to look after you and that we do not use it for any other reason.

If you would like more information about this, please ask to speak to our Data Protection Officer (DPO) who is mentioned in this privacy notice who will explain this in more detail.


	How do you keep my information safe?
	We know that it is really important to protect the information we have about you. Therefore, we will follow the rules that are written in the Data Protection Act, the UK GDPR and the Data (Use and Access) Act. Each of these laws says that we must do all we can to keep your information private, safe and secure.

We use secure computer systems and we make sure that any written information held about you is kept securely and we train our staff to respect your privacy and deal with your information in a manner that makes sure it is always kept and dealt with in a safe way.


	Does this organisation use artificial intelligence (AI)?

	We may use AI although, prior to doing so, complete checks are made to guarantee that any AI use will comply with all data protection laws and this includes UK GDPR.

We may use AI in the following:

· During consultations to support both the compiling and documenting of your clinical record. Data will include your name, any contact details, medical history, diagnosis, treatment information, and any other information shared during the consultation.

· Further to this, there may also be an audio recording of the clinician, although this is only to detail their professional identifiers, such as name and title. 

Should you not wish the clinician to use any AI during your consultation, please make them aware of this.


	What if I have a long-term medical problem? 
	If you have a long-term medical problem then we know it is important to make sure your information is shared with other healthcare workers to help them to help you, making sure you get the care you need when you need it.


	Who else will see my information? 
	Usually, only staff at this practice are allowed to see your information. Should you need to go to the hospital then we may be asked to share your information with them, but this is only so that we can take care of you.

Sometimes we might be asked to take part in medical research that could help you in the future. We will always ask you or your parent(s) or an adult with parental responsibility if we can share your information if this happens.

Possibly the police, social services, the courts or other organisations may have a legal right to see your information.


	What if I don’t want to share my medical information?

	All our patients, no matter what their age, can say that they don’t want to share their information. If you’re under 13 this is something that your parents or an adult with parental responsibility will have to decide. If you’re over 13 and need help, then it may make sense to discuss this with those who care for you. 

Should you want to discuss this further, then you can discuss any concerns that you have with a member of staff at the surgery.

No patient identifiable information will ever be shared for research without the appropriate consent.


	How do I access my records?
	If  you want to see what is written about you, you have a right to access the information we hold about you, but you will need to complete a Subject Access Request (SAR). There are some rules on this.

· If you are under 16, your parents or adults with parental responsibility can do this on your behalf.
· If you are over 12, you may be classed as being competent and may be able to do this yourself. 
· If you are over 16 and need help in understanding what to do, then you can still ask the person who cares for you to do it on your behalf.

You may also be able to access some aspects of your records such as your regular medication online and you can discuss this with a member of staff at the surgery.


	What if there is something wrong in my record?
	If you believe that there are any errors in the information that we hold about you, then you can ask us to correct it. 


	Can I get anything removed from my record?
	Legally, we cannot remove any of the information we hold about you as we need all this information to take care of you.


	What do I do if I have a question?
	Should you have any questions about this privacy policy or the information we hold about you, you can discuss this with a member of staff, or your parents or adults with parental responsibility, or the person who cares for you.

They will advise you to either: 

· Contact the organisation via email at highfieldsurgery.noreply@nhs.net
· Write to the Data Protection Officer at Mr Umar Sabat, umar.sabat2@nhs.net.
· Ask to speak to the Practice Manager: Weiwei Mao, weiwei.mao1@nhs.net

Please note that the DPO is specially trained in data management.


	What if I have a complaint about how my information is being managed?
	If you are unhappy with any element of our data processing methods, contact the Practice Manager  in the first instance. If you feel that we have not addressed your concern appropriately, you have the right to lodge a complaint with the Information Commissioner’s Office (ICO). 

The ICO is the regulator for the UK GDPR and offers independent advice and guidance on the law and personal data including your rights and how to access your personal information.


For further details, visit the ICO webpage titled For the public and select “Make a complaint” or telephone: 0303 123 1113 (Monday to Friday 9am to 5pm). A complaint may also be made via the ICO live chat service.

The ICO is the regulator for the UK GDPR and offers independent advice and guidance on the law and personal data including your rights and how to access your personal information.
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